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Project Sponsor Overview

• Ally was founded in 1919 as GMAC

• Rebranded as Ally in 2010

• Provide auto finance, digital banking, and 
consumer lending

• Technology-driven financial institution

• Ally is the official banking partner of the WNBA
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Project Functional Specifications

• Problem: Banking fraud is common and 
tedious to detect

• Solution: An interactive fraud detection 
dashboard that identifies suspicious 
transactions and explains why they were 
flagged

• Enables analysts to investigate flags with 
context (device metadata, merchant info, 
location, account history, etc.)
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Project Design Specifications

Transaction Dashboard

• Home view displaying fraud alerts 

• Table displaying key data: amount, merchant, 
timestamp, risk level, etc

AI integration

• Explains why transactions were flagged

• Retrieves relevant data and context
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Project Design Specifications

Quick Action

• Allows analyst to immediately respond to flag

• Could use AI or access transaction via the table

• Analyst can leave comments on transaction

Analytics Page

• Allows for overall monitoring of progress/activity

• Review case outcomes

• Helps identify recurring issues
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Screen Mockup: Dashboard
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Screen Mockup: Map View
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Screen Mockup: Globe View
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Screen Mockup: Analytics
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Screen Mockup: AI Summary
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Project Technical Specifications

Backend​

• Python and Flask​
▪ Low hardware requirements and well integrated

• PostgreSQL via Supabase
▪ Simplifies database schema visualization, data access, 

and secure connectivity across devices

• LangChain
▪ Powers the AI summary​

• Postman
▪ API communication
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Project Technical Specifications

Frontend​

• These following were used for creation of 
interactive tables and a global map to visualize 
transaction data

▪ React

▪ Typescript​

▪ HTML​

▪ JavaScript​

▪ Tailwind CSS
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Project System Architecture
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Project System Components

• Supabase
A backend service that provides a database, 
authentication, and storage all in one place

• Langchain
A backend library for building applications that use 
large language models and tools together

• Postman API
A tool for testing and sending requests to APIs to 
see how they respond
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Project System Components

Development Environments
• React
A front-end library for building interactive user interfaces 
in the browser

• Flask
A Python web framework for building backend servers 
and APIs

• Python
Python is a programming language that lets you work 
quickly and integrate systems more effectively
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Project Risks

Data Realism (Medium Difficulty)

• No access to real Ally transaction data

• Using data generator to create realistic bank accounts

AI Response Accuracy (Hard Difficulty)

• AI assistant may hallucinate data or provide inaccurate explanations

• Implementing strict response guidelines and templates for each situation

Map Rendering Performance (Hard Difficulty)

• Map visualization with hundreds of transaction instances may cause lag on lower-end systems

• Server-side pre-rendering with completed drawings sent to client, OR selective rendering

LangChain API Costs (Medium Difficulty)

• Extensive testing requires API credits; free models unreliable for fraud detection accuracy

• Explored client funding (declined); currently seeking affordable credit packages or evaluating 
free alternatives
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Questions?
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