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Project Overview

e
* Website vulnerability scanner that detects web

application security risks

* Scan, record, and exports vulnerability
information to a database

e Capture and visualize vulnerability information

e Internal tool used to validate and maintain
existing company web applications




Team Member’s Technical Tasks

Technical Tasks Assigned Technical Tasks Completed
¢ John Bannon e John Bannon
= Setup web app template = Setup web app template
= Setup MySQL database and connected it to Flask backend = Setup MySQL database and connected it to Flask backend
= Implemented layered authorization, share report with user feature, authorized domain = Implemented layered authorization, share report with user feature, authorized domain
management, management,
= |Implement feature where an admin can delete a website group and all of its associate = |Implement feature where an admin can delete a website group and all of its associate
scans scans
e Brady Johnson ¢ Brady Johnson
= |nitial implementation for dashboard, new scan, and solutions pages = |nitial implementation for dashboard, new scan, and solutions pages
= Frontend for advanced dashboard filters = Frontend for advanced dashboard filters
= Database queries to populate report = Database queries to populate report
= Dynamically update the report page with scan data = Dynamically update the report page with scan data
* Chris Nguyen e Chris Nguyen
= |ntegrate ZAP scanning engine with Cl/CD pipelines and setup Gitlab runners to pick up = |ntegrate ZAP scanning engine with Cl/CD pipelines and setup Gitlab runners to pick up
jobs jobs
= Setup database schema and managed the database = Setup database schema and managed the database
= Backend to get the dashboard dynamically updating. = Backend to get the dashboard dynamically updating.
= Setup and worked on the overview, vulnerabilities, and websites tab on the reports = Setup and worked on the overview, vulnerabilities, and websites tab on the reports
page page
* Ananya Chittineni * Ananya Chittineni
= Frontend architecture and Ul design = Frontend architecture and Ul design
= |nitial frontend for the home, about, and results page = |nitial frontend for the home, about, and results page
= Theme support implementation for light mode and dark mode = Theme support implementation for light mode and dark mode
= Database query integration and Ul design for trends tab in the reports page = Database query integration and Ul design for trends tab in the reports page
* Nicholas Felarca * Nicholas Felarca
= Download and parse raw scan data = Download and parse raw scan data
= Created website groups for URLs = Created website groups for URLs
= Implemented a scheduler for users to schedule scans = Implemented a scheduler for users to schedule scans
= Loading in website/dashboard data = Loading in website/dashboard data
* Demetrius Wilson * Demetrius Wilson
= Connected Cl/CD pipeline with the backend when a scan is initiated = Connected CI/CD pipeline with the backend when a scan is initiated
= Qauth2 login feature using google accounts = Qauth2 login feature using google accounts
= Search feature for dashboard page for website groups = Search feature for dashboard page for website groups
= Backend for advanced dashboard filter = Backend for advanced dashboard filter
= Dynamically update the website tab on the reports page = Dynamically update the website tab on the reports page
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System Architecture

Server Backend Frontend

HTML CSX s User

CI$CD
GitLab CI/CD

Pipeline

Database
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Dashboard Page
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Website Group Page
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Settings Page

Change User Roles
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Report Page
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What’s left to do?

e Stretch Goals
= Headless API

* Other Tasks
" Performance optimization
= Ul tweaks

= Bug fixes
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Questions?
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