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	Ally Financial, headquartered in Detroit, Michigan, is a leader in the U.S. financial services industry. Recognized as one of the nation’s largest online-only banks, Ally provides an array of online banking services to approximately 11 million customers.
	Given recent increased interest in artificial intelligence, Ally Financial is experimenting with using generative artificial intelligence (GenAI) to automate various internal business processes. Research conducted thus far by Ally and others is promising, but GenAI’s novelty and complexity create concerns regarding its reliability of performance.
	Currently, there is no testing framework in place to accurately assess where GenAI excels and when it should be used in business practices. Without such a framework, it is time-consuming to identify use cases where it is appropriate to apply GenAI.
	Our AI System Testing Framework evaluates how a GenAI model performs on a specific task. Given a prompt, the application indicates how well the GenAI model responds to the prompt by displaying meaningful evaluation scores associated with the interaction such as accuracy and relevancy.
	After accessing the application, a user interacts with GenAI through a chatbot-like interface. The user prompts the GenAI with a professional use case and reference response, receives an output, and is then redirected to an evaluation page. The evaluation page provides a visualization of scores on how well the AI performed for that use case. Additionally, the user views past interactions and the scores associated with those interactions.
	The front end of this system is built using HTML, CSS, and JavaScript. The back end is implemented in Python and uses the Flask library to create a web application. A server provided by the MSU Division of Engineering Computing Services (DECS) is used to host a PostgreSQL database where relevant data is stored.
CSE498 | 8:00 a.m. – Noon Computer Science and Engineering, Third Floor | 3200/3300 Hallway	  
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Evaluation Dashboard

Response Analysis

1. What's Working:

Clear and structured approach to data preparation.
Covers essential steps: sourcing, cleaning, and feature engineering.
Emphasizes fraud implications when handling outliers.

2. Biggest Issue:

Lacks specific techniques for handling outliers (e.g., statistical thresholds or machine learning methods).
No mention of data validation to ensure integrity post-cleaning.
Doesn't specify tools or frameworks for execution.
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Evaluation Dashboard

Response Analysis

1. What's Working:

1270041

The task breakdown is clear, structured, and covers key components of fraud detection.
Logical progression from analysis to reporting ensures a comprehensive approach.
Emphasizes key deliverables: findings, trends, and actionable recommendations.

2. Biggest Issue:

Lacks specificity in defining "potential fraudulent activity" and "unusual patterns."
No clear criteria for anomaly detection—thresholds, statistical methods, or machine learning techniques.
dings should be visualized or structured in the report.
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ally Chat Dashboard

Break down this task for me. Analyze recent customer transaction data to identify potential
fraudulent activity. Provide a report with key findings, trends, and recommendations for improving
fraud detection measures. Keep it concise.

This task |nvolves analyzlng customer transacnon data to detect fraud. Here's a concise

. Data Acq & * **Source:** Identify where the transaction data
is located APIs). * i Use SQL or Python (pandas) to
extract the data. * **Cleaning:** Handle missing values (imputation or removal), outliers (capping
or removal), and inconsistencies (data types, formats, duplicates). * **Transformation:** Convert
data to a usable format (date/time conversion, categorical encoding, scaling). **2. Exp\oratory Data
Analysis (EDA):** * **Visualizations:** Use histograms, scatter plots to identify anomalies in
transaction amounts, locations, times, and customer profiles. * **Statistics:** Calculate descriptive
statistics (mean, standard deviation, correlations) to quantify unusual patterns. **3. Fraud
Detection Modeling (Optional):** * Apply machine learning techniques (e.g., anomaly detection,
classification) to predict fraudulent transactions. Feature engineering may be needed. **4. Results
Analysis:** * Identify transactions flagged as potentially fraudulent. * Analyze characteristics of
these transactions to identify trends (time, location, goods purchased). **5. Report Writing:** *
Summarize key findings (number of fraudulent transactions, financial losses, characteristics). *
Describe identified trends. * Recommend improvements to fraud detection (e.g., stricter
verification, enhanced monitoring, model improvements). This structured approach ensures a
thorough analysis and a well-supported report.

Can you give me some tips on how to execute the first task.

The first task, Data Acquisition & Preparation, is critical. Here's a concise guide to execution: **1.
Data Source Identification:** Determine where your transaction data resides (database, CSV files,
API). Understand the data structure (schema if it's a database). **2. Data Extraction:** *
**Databases (SQL):** Use "SELECT" statements to extract relevant columns (transaction ID, date,
time, amount, location, customer ID, etc.). Filter data for the desired timeframe ("WHERE" clause).
If data is spread across multiple tables, use 'JOINs. * **Files (Python with pandas):** Use
“pd.read_csv()", "pd.read_excel(), etc. to import the data. **3. Data Cleaning:** This is iterative. *
**Missing Values:** Identify using “df.isnull().sum()". Options include: * **Removal:** If few missing
values, remove rows/columns with *dropna() . * **Imputation:** Replace missing values with mean,
median, mode (*fillna()*), or use more advanced methods like KNN imputation (from scikit-learn). *
**Qutliers:** Detect using box plots (" df.| boxplot() )) orZ scores ( sclpy stats zscore()"). Options: *
**Removal:** Remove extreme values (use **Capj Replace outliers
with less extreme values. * "Inconmstencnes :** Check data types ( df.dtypes’), correct errors
using ‘astype()". naming Remove dupllcates using
“df.drop_duplicates() *. **4. Data Transformation:
types as needed (e.g., strings to dates using 'pd.to_datetime()"). * **Encodin:
categorical variables (e.g., location) into numerical representations using one-hot encoding
(*pd.get_dummies() *) or label encoding. * **Scaling:** Scale numerical features (e.g., transaction
amounts) to prevent features with larger values from dominating using standardization
(*StandardScaler" from scikit-learn) or min-max scaling. **5. Verification:** After each step, verify
your data's |ntegr|ty Check for unexpec(ed values or inconsistencies. Document all your cleaning
and steps for
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