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Functional Specifications

e
* Removes sensitive personal information from

documents.

* In doing so, private information will not be
viewed by who is not supposed to see it.

* This is important in medical records especially.




Design Specifications

* A person should be able to upload a document
through a computer.

* Pll can be redacted during template
configuration and fields can be un-redacted as
needed.

e User is displayed redacted version during
indexing of the document.




Screen Mockup: Selecting
Template

<« Cc @ tsgrp.com/video/required-documents-ecm-solution/ w ‘a e (2]

£ Application Setup Template Management Config

>apture Ten

Capture Template

I Please select an object type, then select an existing template to edit or click "Create New" to start from scratch
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Screen Mockup: Identifying Values

<« Cc

& tsgrp.com/video/r

Add

®validate

Redact PIl []
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Emergency contact No..

! Allergies:

' poB:

name:

Annual BSA Health and Medical Record
PartA

GENERAL INFORMATION
Name _John Smith
Address _1234 Michigan A

High-adventure base participants:
No.

or staff position:
Date of bith _01724/1960

Age 60 MaleM  Femalel)
Grade completed {youth only)

Unit leader

State _IL Zip 12334
Council name/No,

Social Security No. (optional: may be required by medical fackes for treatment)_748:84-2837

Healt/accident insurance company

In case of emergency. notify:

Phone No, _635-832-9483
Unit No.
Religious preference

Policy No, | 1783928
ATTACH A PHOTOCOPY OF BOTH SIDES OF INSURANCE CARD. IF FAMILY HAS NO MEDICAL INSURANCE, STATE “NONE."

Name _Jane Smith Relationship _wie
Address 1234 Michigan Ave
Home phone _293-394-2948 Business phone Cell phone
Aternate contact Altemate’s phone
HEALTH HISTORY
e you now, of have you ever been treated for any of the folowing: Asiergies or Reaction to:
Yes | No | Condition Explain ] Medication
| v [ Asthma Lastattack | Food, Plants, or Insect Bites
v | Disbetes Last HbAtc: _
v Hypertension (high blood pressure) izati
| v | Hoart disease (.. CHE.CAD. M) | | The totiowing are recomemended by the BSA.
v | Stroke/TA Totanus immunization Is required and must
T Canch | have been received within the last 10 years. i
x
: ;”"?’"W‘W“m" { had disease, put "D" and the yeur. f immunized,
v | ""m!‘uwm { check the box and the yoar recoived.
v Muscular/skeletal condition Yes No Dete
v | Menstrual protiems (women only) “ Tetanus
v Psychiatric/psychological and = Patmsle
| |_emational difficuities ® O o
o/ | Benviorsldsorders (0, ADD. s
| ADHD, Asperger syndrome, autism) | | @ O Moasles
v | Bleeding disorders Il | ® Mumps
v Fainting spells w Rubella
| v Thyrod disease I | @ Polio.
| v Kidney disease | | ® Chickan pox.
v | Sicide coll Gisease . Hepatzis A
V| Seizures _Last seizure ® Hepatitis B
|_v__1 Sleop disorders (0.g., sieep apnoa) | Use CPAP: Yos O NoC l®a 0 mm'n
v | Abdominal e 5
| ol - 1 O Other o, HIB)
v Serious injury | © Exemption to immunizations claimed
| Other (form required).
MEDICATIONS (For more information about immunizations,
List all medications currently used. (if additional space is needed, please 28 well as form
this part of the health form.) Inhalers and EpiPen information must be included, even see Scouting Safely on Scouting.org.)
if they are for occasional or emergency use only.
Medication Medication _ Medication -
Stength _____ Frequency | Swength _____ Frequency | Swength ____ Frequency

Approximate date started

Approximate date started

Approximate date started

Reason for medication Reason for medication Reason for medication

Medication Medication Medication

Strength Frequency Strength Froquency Strength Froquency
date started date started date started

Reason for medication

Reason for medication

Reason for medication

Administration of the above medications is approved by (if required by your state):

/
Patganien Sgrase S VDO, WP, 0 PA Wi
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Screen Mockup: Redacted Indexing

& tsgrp.com/video/required-documents-ecm-solution/

Enter propertie

-
— 6-621-56786 07 2310 Fedbx pdf Annual BSA Health and Medical Record | wign baee o x
== PartA i No.: =
GENERAL INFORMATION or staff position: =
- Name Date of birth _01/24/1960 Age 60 Male]  Female
» Fedé
Vendor Name edex v Address 1 Grade {youth only) =
City _Chicago State _IL Zpp 12334 phone No. NN
Unit leader ___ S B ____ Council name/No. _ _ _ Unit No.
Invoice Number 3-621-56786 Social Security No. (optional; may be required by medical faciiities for !matml); Religious
o company Policy No. _1783928
b < ATTACH A PHOTOCOPY OF BOTH SIDES OF INSURANCE CARD. IF FAMILY HAS NO MEDICAL INSURANCE, STATE “NONE."
R ol :
PO Number ‘ 4 ° In case of emergency, notify:
S Name i wife
L 5 Address
\§ o
Home phone Business phone Cell phone
>
Amount g Alternate contact Alternate’s phone
g, HEALTH HISTORY
-, s s Are you now, or have you ever been treated for any of the following: Allergies or Reaction to:
Invoice Date = = £ Yes | No | Condition Explain
w 4 ___| Asthma _ Last attack: .l _| Food, Plants, or Insect Bites
o e e S S R v | Diabetes LastHbAtc: |
— Please enter a date in the format of. MM-DD- T T T
Due Date &= v__| Hypertension (high blood pressure) Immunizations:
YYYY v Heart disease (e.g., CHF, CAD, Mi) | The following are recommended by the BSA.
v __| Stroke/TIA | Tetanus immunization is required and must
Clear v Lung/respiratory disease | mmwmmmwymn
P [ had disease, put “D" and the year. If immunized,
o check the box and the year received.
: Morhnad ookl c°:’dm°" " Yes No Date
o2 o = lenstrual problems (women onl o o Tetanus
Exit Save and Next Save and Exit g v Psychiatric/psychological and O D Petis
2 difficulties | = :
2] o/ | Behavioraldisorders (e9., ADD. ‘ 0 O “Dentheda
@ ADHD, Asperger , autism) O O Measles
E v __| Bleeding disorders | O O Mumps
v_| Fainting spelis 0 O Rubelia
v__| Thyroid disease | B B sPollos —
v | Kidney disease | O O  Chicken pox
v Sickle cell disease o (=] Hepatitis A
v | Seizures Last seizure: | 0O O Hepatitis8 3
v__| Sleep disorders (e.g., sleep apnea) | Use CPAP: YesT) No (] O O Influenza -
v ‘digestive problems | E O ot v
v | Surgery T er (.e., HIB)
3s v Serious injury o to claimed
8 v__| Other | (form required). =
o Fﬂluﬂﬂl‘s . . (For more information about immunizations,
| List all medications currently used. (If additional space is needed, please photocopy as well as the immunization exemption form,
B ot 5 6 S M AT e\ BAIN Bk o [ Wb ool Ao b i i Yo B A A S5k, o gt sl s &

b
‘ The Capstone Experience Team Technology Services Group Project Plan Presentation 6




S

‘ The Capstone Experience

Screen Mockup: Redaction Editing

& tsgrp.com/video/required-documents-ecm-solution/

Annual BSA Health and Medical Record
PartA

High. base par
No.:

‘ s el
; — GENERAL INFORMATION or staff position:
Name Date of birth _01/24/1960 Age 60 Male]  Female ]
Address Grade {youth only)
City _Chicago State _IL Zip 12334 Phone No.
ttrit EX L Unit leader - . Council name/No. . Unit No.
Social Security No. (optional; may be required by medical facilities for treatment] Religious
< an attribute t . ° Health/accident insurance company Policy No.
Select an attribute t
2 ATTACH A PHOTOCOPY OF BOTH SIDES OF INSURANCE CARD. IF FAMILY HAS NO MEDICAL INSURANCE, STATE “NONE."
© In case of emergency, notify:
.g Name Relationship _Wwife
Policy Number A ° Address
: Home phone Business phone Cell phone
g Alternate contact Alternate's phone
) HEALTH HISTORY
S the ext on ) g” Are you now, or have you ever been treated for any of the following: Allergies or Reaction to:
£ Yes | No Condition Explain | Medication
_ Key/Value ) w v | Asthma _Last attack: | Food, Piants, o Insect Bites
| v | Diabetes LastHbAlc: §
labe B \ v | Hypertension (high blood pressure) | Immunizations:
Key (label) coordina | v | Heart disease (e.g., CHF, CAD, MI) The following are recommended by the BSA.
| v | Stroke/TIA Tetanus immunization is required and must
1 have been received within the last 10 years. If
| ¥ | Lung/respiratory disease
v Tea /W b | had disease, put “D" and the year. f immunized,
Ir/sinus problems check the box and the year received.
| vV | M condition
Yes No Date
| _v | Menstrual problems (women only) O O Tetanus
7 Psychiatric/psychological and ot
o v emotional difficulties ;e"f""
) o/ | Behaviral dsorders e, ADD. il ik
@ ADHD, Asperger syndrome, autism) O Measles
5 | v | Bieeding disorders 0O O Mumps
v Fainting spelis o o Rubella
|_v | Thyroid disease C Polio
| v | Kidney disease C Chicken pox
A | v | Sickle cell disease Hepatitis A
| v Seizures Lastseizure: - s o Hepatitis B
Add v | Sleep disorders (e.g., sleep apnea) | Use CPAP: Yes O No[(J l » ikiense
| v | Abdominal/digestive problems pud e pi » =
v | sugery _ 1 =) rle HB)
da v Serious injury [ Exemption to immunizations claimed
8 [_v_[other (form required).
X save JAVIGET S MEDICATIONS _ , (For more information about Immunizations,
List all medications currently used. (If additional space is needed, please photocopy as well as the immunization exemption form,
Ablaack nh A nanltis £amm L lnbalamsnnd CalDon lafammnbian.aiins e dnakodasd i eachudeladintroizep-tdto b
. AnmmsiaTen Almi A A ~s_An | ann an
LSRN Redact Pil [ ;
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Technical Specifications

e
* Using Apache TomCat server to host the

program.

* Uploading documents through front-end with
a JavaScript application (OCMS).

* Managing back-end with Java and HBase
database.

* Using Azure machine learning to recognize
information and redact




System Architecture

PDF_

Medical Records

User

Frontend

S
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Data Storage

o =

xl \_ il
Ela[a]o]5) ™ |=
Hadoop Cluster
with HBase
Backend Azure Machine
0B Learnin
oOO 0% ea g
Apache
Tomcat
SuggestR Machine Learning

Studio Web Services
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System Components

* Hardware Platforms
= Linux
= Ubuntu
» Software Platforms / Technologies
= Apache Tomcat Server
* Hadoop cluster
= OpenContent from client
= Azure Machine Learning




Risks

* Which Azure Machine Learning environment would work best, if any
would?

= Time consuming process of testing each environment to find the best solution.
= Mitigation: Upfront research for the most integratable environment.
* Redaction confidence level

= Current client software can find metadata with strong confidence. In dealing
with Pll redaction the confidence level will need to be much higher.

" Mitigation: Making sure to benchmark our Machine Learning continuously
throughout development.

* What is Pll exactly and how to measure it accurately
= What information is Pll exactly and how to train model to recognize it?

= Mitigation: Worst case is doing it manually by going through documents and
running it by the person redacting manually in the client’s company.

* Client storage platform is still unclear

= In last call with client it was unclear which storage platform the client would
like to use.

= Mitigation: Upfront research on Azure to fall back on.




Questions?

b
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