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Project Overview

.
* Every day, associates receive a multitude of

phishing emails.
* Phish Phinder is an Outlook add-in that scans
emails using a phishing detection algorithm.

* It provides a categorization, confidence score,
and an educational tutorial about suspicious
features.

* A dashboard and email review system are
available to administrators and executives.
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Suspected Phish in Outlook
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Suspected Phish in Outlook

Urgent! Recent Log-in to Your Gmail Account from a Different Device

° | Ao
’ M

Bob

We noticed that there was a log In from a different device, Please review the information below about the device used to log In

Date & Time: Friday, January 31 12:00 PM ET
Browser: Chrome
Operating Systom Linux

Location: Parts, France

If this does not seem like It was you, go to this link https//www.googlecom/gmall/ to log into your account and block this

other user. We encourage you to do this asap!

Gmall Team

[
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Auto-Owners
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Suspected Phish in Outlook

duio- Owners Auto-Owners

INSURANCE INSURANCE
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Suspected Phish in Outlook

Phish Phinder

> @ain mformatian or engage n

Confidence 100 % W
Score
ldentified Features
For more details, click on any of the features
below, or press show all to expand everything
Hide All
Links Take caution before
opening any links. Hover
over a link before dicking
it to see where you're
being redirectad to. If you
aren't sure the link is safe,
don't open it
These are what we found

+ Domain Disparity
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Email View
Singher, singherg@msu edu
Gabrielle
Urgent! Recent Log-in to Your Gmail account
from a Different Device

Bob,
We noticed that there was a log In from a

different device. Please review the information
below about the device used 10 log in,

[
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Phish Phinder %

Confidence 100 %
Score

Identified Features

For more details, click on any of the features
below, or press show all to expand everything
| Hide All |
Links Take caution before

opening any links Hover
over a link before clicking
it to see where you're
being redirected to. If you
aren’t sure the link 15 safe,
don't open it

These are what we found

« Domain Disparity

Sobee TAhioviii mmmmaln comme lopon =iV ¥
Email View

Date & Tune: Friday, January 31 12:00 PM ET
Browser: Chrome

Operating System: Linux

Location: Paris, France

If this does not seem like it was you, go to this
link https://www.google com/gmall/ to log into
your account and block this other user. We
encourage you to do this asap!

Team Auto-Owners Beta Presentation

Phish Phinder

Confidence 100 % 'V
Score
Identified Features
For more details, click on any of the features

below, or press show all to expand everything

| Show All |
il b e b e R T —
don't open it
Urgency Bad actors may try to scan

the reader into acting

irrationally by insisting on

urgent behavior or

negative consequences.
These are what we found

Email View
Singher, singherg@msuedu
Gabrielle
Urgent! Recent Log-in to Your Gmalil Account
from a Different Device

Bob,

We noticed that there was a log in from a
different device. Please review the information
below about the device used to log in

Thanks for L‘H"'TJ"»'I'] us!

Thank you for painting out this potentially mahcous

T T 1
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Suspected to Confirmed Phish in
Review System - Recategorized

Sorthy: (@) Scanned () Recieved

Filter By
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Start date - Accourt from a Different Device
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URGENT Lag in an Different Device

14-04 1028

ninghergiimeu.edu

Urgent' Recent Login to Your Gmail
Account from a Differant Device

0403227

singherg@msu.edu

URGENT: Log In on Different Davice

[
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Niw category

Canfirmed Phish

e | o
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Urgent! Recent Log-in to Your Gmail Account
from a Different Device

singherg@msu.edu

We noticed that there was a Jog in from a different device. Please review the
Infarmation below about the device used to dog in

Date & Time Friday, January 31 12200 PM ET
Browaer Cheome
Operating System Linux

Location Parie, France

IF this does not seem ke i was you, o to this ek
pa iy JOOg 20 fog Into your account and block thig othe

HHEr We encourage you 10 do this usap!

Ol Yacm

The emull wes sucosssfly recategorized

Team Auto-Owners Beta Presentation

Email Overview
Confirmed Phish

Confidence rating 100%

Features

Be caveful of subyect Ines that are designed 1o make
the reader act with urgency and not to think. Offerings

of free sesvioes of requests for personal mformation

are ahzo characteriatic of phishing attempts
Vearif v

Ba caveful whenerer an email nsks you 10 verify

aecount iInformation, Make sute you check the ssader

Associated Links

URL
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Suspected to Confirmed Phish in
Review System - Processed

Filter By
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URGENT: Log in on Different Devicer

singherg@msu.edu 04.0517:82
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URGENT: Log in on Defferent Device:
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New cateqgory

Confirmed Phish

g o | o
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Urgent! Recent Log-in to Your Gmail Account
from a Different Device

singherg@msu.edu

Bob,

We naticed that thece was a log In from a different device Please review the
nifommatian below about the device used ta log in

Dute & Time: Fridey, Jaounry 31 1200 PMET
Browser: Chvome
Operating System: Linux

Location: Pans, France

if this does not seem Me it was you, go to this link
paiw YO0 C ta log Into your accaunt and block thia other
usar. We encourage you ta do this asapl

The emall wos succeszfully processed
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Email Overview
Confirmed Phish

Confidence rating: 100%

Features

uUbDject

Be oateful of subject lines that are designed (1o make

the reader act with urgency and not to think. Offerings

of free services of Teques or personal infarmation

are alzo charactenstic of phishing attermpts
V fv
veriy

Be careful whenaver an emall asks you to venty

account information Make sure you check the sander

Associated Links

URL

https: /pypl arg/project/emalldata/
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Confirmed Phish in Outlook

Urgent! Recent Log-in to Your Gmail Account from a Different Device
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Spam Email in Outlook

Phish Phinder

msmr@broad.msu.esu

0 v s e - o Muto-Quners

e INSURANCE

Dear Spartans, LIFE - HOME +« CAR * BUSINESS
We would like to Invite you to participate in an Interesting research study where you can have an impact on a new dining C S
app. If you would like to participate In the study, the link below will take you to the survey. ategory pam

Shng in nature but

Thank you in advance for your help. Your opinions will help improve this app which might be available to MSU students

shortly!

Please dick the link to take the survey. Confidence 100 %
https://m: 1.qualtric m/ ife/form/SY 4HDHWIdAvvrchit Score

Thank you, dentified Features

MSU MSMR Student Research Team

For more details, click on any of the features

below, or press show all to expand everything

| Show All
Links Take caution before
opening any links. Hover
over a link before clicking
it 10 see where you're
being redirected to. If you
aron't sure the link is safe

gon't open it

Urgency Bad actors may try to scare
the reader into acting

seratinensihr nr incietine an

Email View

h
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Spam Email in Outlook

Phish Phinder X Phish Phinder x

Auto-Owners

l N s U R A N c E For more details, click on any of the features

below, or press show all to expand everything
LIFE « HOME « CAR < BUSINESS :
| Shaw All
Links Take caution before

Catego Spam
g ry p openng any links Hover

This emad s pimanly marketing in nature but over a link before clicking
OINErWISE INOCUOUS t 10 see where you're

being redirected to. If you

Confidence 100 % aren't sure the link is safe
don't open it

Score
Urgency Bad actors may try to scare
|dentified Features the reader into acting
rratimnalls b mesebine An
For more details, click on any of the features Email View
Ha v — vy
below, or press show all to expand everything 3= =
. msmr@broad. msu.esu msmr@broad msu.es.
| Show All )
Llnk\ 1.1'(!‘ caution t)l"('ll(‘ ’V‘S'T"“:'b’c'i‘d mskesy

openmg any hinks. Hover
HEg : Dear Spartans,
over » link before clicking

it to see where you're
y We would like to invite you to participate In an

research study where you can have an iImpact ¢
dining app. If you would like to participate in th
link below will take you to the survey,

being redirected to. If you
aren't sure the link is safe

don't open it

Urgency Bad actors may try to scare
e

the reader into acting

ranticudal bxii e ciatiio i Thanks for alerting us!

Email View

h
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Spam Email in Outlook

For more detal ek on any of the featurs b redwected to Hy
b ¥, OF pre n il to #xpand wrything b L X e
§ e
Show Al
-  an1 Urgency Bad ace nay try 10 scare
might redirect traffic
the rea o act
elvowhere. Instead X }
navigato to the authentc
homepage
Thes . t we fourx
hese are what we found mamr S broad msu ey T Droad. msu ety
* KR
o baee
v ik
[ ] O | an
We would like t vite vy 10 participats ]
Fy i
1 essarch study where ¥y an have » npact
dining app. If you would like to participate in t! fining app. If you would ke to participate In tt
link below will take you to the survey lnk below will take you to the survey
Thank you In advance for your heip. Your opinic

mprove this app which might be avallable to M

shortly!

Please click the link to take the survey
hitps//msu.col. qualtrics. com/Ife/form/SY 4k

e

h
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Harmless Email in Outlook

CSE 472 Projects and Exam

‘ | NG Yiying <ytongQiymsu eCu

Dear all,

Project 1 is online now. Please take a quick look even if you decide to start when it's closer to the deadline. The term project

description is in the link provided in the grading document for Project 1. You can start filling out that part regarding what

you wish to work on as the term project.

As mentioned In the class, we will have the In-class exam on Aptil 15 during class time, which will be an open-book test

BTW, the videos of the classes are uploaded to D2L. You may have to walt a bit for the processing to be done on mediaspace

for the latest video

Best,
Yiying

[
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Phich PRhinder

Auto-Owners
INSURANCE

LIFE - HOME - CAR ~ BUSINESS

Category Seems Harmless
Confidence 89 %
Score
tifie !', 1t
For more detal wh y any of the feature

below, or press show all to expand everything

Show Al
Uinks Take caution befors
opening any links. Hover
over a ink before clckng
i1 1o see whete you e
being redaectad to. i you
aren’t sure the hink 15 sale

don't open i

Urgency Bad actors may try 10 scare
the reader INto acting

wtionan wlig b sa e ir tiemen
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Harmless Email in Outlook

Phish Phindel

Auto-Owners

INSURANCE

LIFE - HOME - CAR » BUSINESS

Category

Confidence

Score

Seems Harmless

This s seems potent
s threats But )if you e st
cautious 15 awavs a oood plan.
89 %'

ldentified Features

For more details, click on any of the teature

below, or press show all to expand everything

Links

Urgency

[

Show Al |

Take caution before
opening any links, Hover
aver a link before clicking
it see whete you're
being redirected to. If you
aren't sure the link is safe

don't open it

Bad actors may try 10 scare

the reader Into acting

‘ The Capstone Experience

Phish Phinder X
|dentified Features

For more details, cdlick on any of the features

below, or press show all to expand everything

| Show All
Links Take caution before
opening any links. Hover
over a link before clicking
it to see wheare you're
being redirected to. If you
aren't sure the link 15 safe,

don't open it

Urgency Bad actors may try to scare
the reader into acting

veeatinnalls boar ineirtinm nn

Email View

Tong,Yiying ytong@msu.edu
CSE 472 Projects and Exam

Dear all,
Project 1 is online now. Please take a quick
look even If you decide to start when it's

closer to the deadline. The term project
description Is In the link provided in the

Thanks for alerting us!

Team Auto-Owners Beta Presentation

Phish Phinder
dentified Features

For mare details, click on any of the features

below, or press show all to expand everything

; Show All

Urgency Bad actors may try to scare
the reader into acting
irrationally by insisting on
urgent behavior or
negative consequences.

These are what we found

* now

Nomese 1 Ai. RPPRp s oRCY

Email View
In-class exam on Aprll 15 during class time,
which will be an open-book test

BTW, the videos of the classes are uploaded
to D2L. You may have to wait a bit for the
processing to be done on mediaspace for
the latest video.

Best,
Yiying

Thanks for alerting us!
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Phishing Net (Email Review System)

phishphinderz13 web.coce windows net/r

Auto-Owners

INSURANCE

Phish #Phinder I £

Hi Gabrielle! -

Filter By

L] Seems Harmless
Spam
1 Suspecied Phish

Confirmed Fhish

1 Processed

Urprocessed

33112020

Ered chatw

AJAI2020

Filter

[
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Scrtby: (@) Scanned () Recsved

updstes@emailwhartone... D402 7827

Tebew 1t From The Top Sumymes 2020 1
shapng up 5 be mr most ecsiling pet

updates@emaiiwhartone... D402 %43

Toke It From The Top

a*2ping up 90 be our most ezt

updstasiamail whartonc. 0402 1429

Take It From The Top Sum
shapiNg Up %

updatesemall whartone., s
Tk It From The Te
ShapNg up %0 be o
updates@email whartone... D02 7428

Tuber It From The Top Suvsre: 2020 iz
shapng up % be tur must weciling yet

peo202:53

o, seme Spartans Wil Read the
y Wently Update

New category . m

Take It From The Top Summer 2020 is
shaping up to be our most exciting yet

updates@email whartoncenter.com

W Centor «Ciub
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Unprocessed. 256

Emall Overview

Confidance rating: 100%

Features

AMWaYS take extra caution when recening emals

external 10 the orgorization

ormatior

Personal
Never send pecronal information iee posswords or
wemanes over emal H po think you need to confem

arry perzonet nforreation, do not clok on dnks in the

wmnl or prone mamber lated - ey might rvdrect -
Associated Links
IRL "

hips Home googleaps convoes?
lurilys Mot 300
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Phishing Net (Email Review System)

Sertby. (@ Scanned () Recieved

updstes@emall.whartonc... 0402 1521 Take It From The Top Summer 2020 is Email Overview
shaping up to be our most exciting yet

updates@email. whartoncenter.com

Take It From The Top Summer 2020 is

shaping up to be our most exciting yet Confidence rating: 100%

Features

Urgency -

updates@emall. whartonc... 04-0214:31

Take It From The Top Summer 2020 is

shaping up to be our Most exciting yet Bad actors may try to scare the reader into acting
irrationally by insisting on urgent behavior or negative
consequences

updates@email. whartonc.. 0402 1429 t

LITIKS
Take It From The Top Summer 2020 is
shaping up to be our most exciting yet Take caution before opening any links Hover over a
link before clicking it 10 see where you're being
lq f‘J redirected to, If you arent sure the link is safe, dont

open i -

updates(@email. whartonc... 0402 14:29

Events Donate Gift Cards

Associated Links

Take It From The Top Summer 2020 is

shaping up to be our most exciting yet

UR

updates@email. whartonc... 04-02 14:28 https-//fonts googleapis.com/css?
family=Montserra
Take It From The Top Summer 2020 1s
shaping up to be our most exciting yet \'nd » an
ht f |
msutoday@msu,edu 0407 02.53

New month, same Spartana Will. Read the
MSUToday Weekly Update

| \x 54‘\ & i '
The emall was successfully processed A 4& 5
=
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Phish Market (Analytics Dashboard)

'-" } ._ ) D"'i'-hphﬂdorjll\\wcv::vrcwundcw'.nm {achiboatd a & ® N o :
Auto;Owners phish #phinder I X £ o

Phish Market

Emails Scanned
Accuracy 229

Classifications ™ Spam
® Confirmed Phish

m Suspected Phish
® Innocuous

Emails Unprocessed
108

Phishing Emails Found
101

9.35%

Time Saved
22 Hours 54 Minutes

h
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Safe Waters (Whitelist Webpage)

Safe Waters

Filter

JUtOOWNers com

Whitelist a url

h
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What’s left to do?

* User Testing and User Experience Testing
* Code Clean-up
* Fixing Bugs as They Arise
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Questions?
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