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Project Overview

e
 Auto-Owners Insurance offers life, home, auto and

business insurance.

* Every day, associates receive multiple phishing
emails.

* Phish Phinder is an Outlook add-in that scans
emails using a phishing detection algorithm.

* Provides a categorization, confidence score, and
an educational tutorial about suspicious features.

* A dashboard and email review system are
available to administrators and executives.
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Suspected Phish in Outlook

ok Soey

Q== " Auto-Owners

INSURANCE

'
)|
T

Bob,

LIFE - HOME - CAR « BUSINESS
We noticed that there was a log in from a different device, Please review the s
information below about the device used to log in. Category Suspected Phish

Date & Time: Friday, January 31 12:00 PM ET
Browser: Chrome

Confidence Score 100 %
Operating System: Linux
Location: Paris, France ey
If this does not seem like it was you, go to this For wioes dats K oo e O e Fealionie Bdowt: of pile shiows W 4o wpand
link _https://www.google.com/gmail/ to log into your account and block this evarything

other user. We encourage you to do this as soon as possible!

Limkes
Gmail Team

Urgency

User information

L |
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Suspected Phish in Outlook

Fhish Phander

Category Suspected Phish d“tO-awnerS

INSURANCE

LIFE - HOME + CAR * BUSINESS

Category Suspected Phish
The category and the text color indicate to the
user that this email is not safe.

Canfidence Score 100 %
The description below the category explains to
the user that they were right in reporting it, Identified Feature
and that it would be safest for the user to Cormore dikutiu chickiom oy of the foskives bl onams bvow il i meind
delete the email. e

Wow A

The user should view the “Identified Features” Links Reva colon Refore apioing e ks e,
to further educate themselves on what to look S chdioomind 1 K 504 iR iy e o
out for in future phishing attempts. o B a G i

b
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Suspected Phish in Outlook

List of
suspicious
links in the
email.

L

Links

« Domain Disparity

hetps / \www.goaghle.cory
https/security, berkaley

https/frecurity berkeley

hetpd ) fwww.goagie com

« Tinyurl or Bitly

hetp WHW.-Q0Oge com,
hntps//securnty berkeiey
herpn//security bereley
hintps /v googhe

« Link Text

hitg wocunty berkesey

Hide AN
Take caution before opening any links, Haver

over a link before chcking it to see where you're
being reditected to I you aren't sure the link
safe, don't opan it

Vamail
edu/education
sdu/aducator

ymanl/ 1o log

3l

edu/educaty
odu/ e Absl)

m/amanl/ o log

Ju/education

e are what we found

Bad actors may try to scare the reader into acting
.u.\z'nv'.:ul), h_y insating on urgent bebavior or

NEgalive CONSEquUEncss

Phishing adversaries tend to
incite urgency through the
wording on their emails to get
the user to act quickly.

‘ The Capstone Experience

at once.

“Show All” function is
active and “Hide All”
button is visible. Allows
user to view all features

“Show All” button
is inactive, and
users can view
features one at a

Links

Urgency

User information

9 what wy

Team Auto-Owners Alpha Presentation

time by selecting
each.

Requests for personal user, customer, or chent

information should be handled with caution



Suspected Phish in Outlook

Personal information Never send personal information like passwords
of usernames over email. If you think you need
to confirm any personal information, do not dich
on links in the email or phone number listed -
they might redirect traffic elsewhere. Instead,
navigate to the authentic homepage.

These are what we found

* log

o here

* fink

Phishing emails aim to gather information.
Personal Information is a feature set of
words that aim the collect credentials
belonging to the recipient.

The sidebar shows this “Thanks for alerting
us!” message every time an email is
scanned. IT security personnel are able to
review every email if desired and take
actions on them.

L
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Certain key words are searched for
in the subject as was done for the
body of the email. The features
found are listed. Phishing attempts
tend to introduce urgency in the

subject line.

Subject

4l

* Urgency

» Verify

e are what we found

* Personal information

Be careful of subject lines that are designed to
make the reader act with urgency and not to
think. Offenings of free sérvices or requests for
personal information are also charactenstic of
phishing attempts
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Spam Email in Outlook

bowdeem 1 @mauedy - Dutiook

Help Tel me what you want to do & Coming Soon (@ o)
5 590 PO asting Bl Canstane Manager ™3 [:, @ ; (2] Urrwacd/ Reacd Peopie \ _“j— " ‘1
- 5 [iMerting ) Toam Emn L] = ‘ =) B et - B Addmes Book A L b A=
Faply Foward g o ~ | Move Rules OneNale | Agsign 20 -oracelt = Geat Gt — Insigis Thush
All ) Mo v Poley ~ W Filter Emut - Moud | Addirs  Masiage Phindut
Reepond Qubck Stepe = Mare g =0 Zpee At Peimechior Wgsh Phatick ~
. ; Phish Phinder X
Study Break: $7 off your first Grubhub delivery order of $10+
Grubhub <Grubhub@imieagues.com>{Grubhy nadd si o e :
uto-Owners
: Y fprmartiey = TeTaN 14
! L o ye Ok Dare
> et INSURANCE

. $7 off your first delivery order of $10+! -

‘ The Capstone Experience

LIFE - HOME + CAR « BUSINESS

Category Spam

Confidence Score 80 %

dentified Features

For more details, chick on any of the features below, or press show a8 to expand

evarything

| Show Al |
Links Take caution before cpening any lnks. Hover
over 3 link before dicking it to see whers you're
being redirected 10 If you aren't surs the fink is
safe, don't cpon it

Urgency Bad actors may try to scare the reader into acting
Irratonally by insisting on urgent behavior or
Negative CoNseqQuUeNcis

Update

Emails requesting infermation, updates, o

confirmation might be suspicious, especially if it's

Team Auto-Owners Alpha Presentation



Spam Email in Outlook

[T T Tohe Cation Defone cpenm) ay Fels Hove
oo g i b g Words in body that indicate the need
e o to update an account or other things
— requiring information.
: PR it Update Emails requesting information, updates, or
N retpe e confirmation might be suspicious, especially if it
e oy At an unknown sender asking for personal
e/ Asridietarns comn bettes i arie information or directing you to click on finks
& o n " These are what we found
(R s sl .A.:.h » update
S s Ending Emails implying an urgency, like cancellations
ferpes for restrictions, or expirations intended to make a
e G user click or reply immediately without caution
/A lesOUes IR 12 Tk Tninane cory may be suspicious
- Domam”l)«tc.:uny Thesa are what we found
ity COv et - e suspend
* @xpire
Sotare ’ by — * cancel

Words in the body indicating that
Links found in the email rewards, a deal, or similar is ending.

which are not malicious.

b
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Spam Email in Outlook

Words in the body

T Verify Be careful whenever an email asks you to verify
that indicate an account information. Make sure you check the
account, whether sender and inspect any links before clicking.

a membership These are what we found
?
rewards, or other. * account
Personal information Never send personal information like passwords

or usernames over email. If you think you need
to confirm any personal information, do not clic
on links in the email or phone number listed -
they might redirect traffic elsewhere. Instead
navigate to the authentic homepage

These are what we found

o click
* here
Sender Always take extra caution when receiving emaild Sender email
external to the organization address does not
These are what we found match recipient’s
* Your domain: msu address which is
» Sender’s domain: imleagues expected for
spam.

[}
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Innocuous Email in Outlook

Qv JAuto-Quwners

INSURANCE

LIFE - HOME - CAR « BUSINESS
Team Auto-Owners,
Category Seems Harmless

Attached is feedback for your Progect Plan Presentation

Recall that, with respect to your tearn grade, the project plan presentation and peoject plan document
together are worth 10 points. The grade in the attached 5 strictiy for the presentation, so t'sout of 5
ponts. The remaining 5 ponts are sssocated with the document itself 2od will be anigned later in the

WMeTer

Sames and Ryan will be providing you with wntten feedback on your project plan document. You will be
eble 10 incorporate that feedback and resubmit it o 2 dus dete later in the semester for grading by Jlames
and Ryan

Keep up the good work

DD

[}
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Innocuous Email in Outlook

Category Seems Harmless

Auto-Owners

INSURANCE
Information icon has been clicked and
information is expanded below confidence score. LIFE - HOME + CAR + BUSINESS

\ Category Seems Harmless

Confidence Score 90 % e O L TN (UEB  NTMY SANTIE ORISR0 RTII LTLIR2 ORVANAR OMSE 55

Confidence Score 920 %
The features in this emanl ol the configence rating for the catégonzation above
Conhdence ratings based ( the feature Il ( cal fo 1 T
fication above T ast confidence per category (Seen farm DA '
xd Phis! VIR
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Phish Market (Analytics Dashboard)

Auto;Quners  phish #Phinder Il £ o

Phish Market

Errars par manth Usace by Manth
J a
s S "
\ \ '.' y
i \ “
'/ l s

Phishing Emails Found = Emails Scanned:
345 600

Classifications = Phishing

® Innocous
= Spam

o

7%

[}
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Phish Market (Analytics Dashboard)

Auto Owners phish #Phinder NSl
Phish Market

Enter Date Range

Navigation buttons to
go between the
mm/dd/yyyy mm/dd/yyyy dashboard (“Phish
Market”) and the
review system
(“Phishing Net”).

Allows the ability
to filter the data

being represented The graphics and diagrams visual on the dashboard are
in the graphs used for analyzing the accuracy of the phishing algorithm
based off date. and monitoring the effectiveness of it in the company.

[}
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Phishing Net (Email Review System)

@ x |4
0o% = 8 v @

< > - } phubhplurde 21 2 ek cors wandowsowl

uto;Quomers phish #Phinder I KX -

INSURANCE

Phishing Net

Urgent! Recent Log-in to Your Gmail Account from a Emall Overview

Filter By
Different Device Suspectod Phish

Seems Harmless Ligean Recent Logm to Your Gmad A Confidence rating: 100%

|

bowdenm1@msu.edu
{J Spam gent! Recent Log-in to Your Gmad 4 Uses Information
LT e r from 3 offere o \{ ""l"."";"""rl paer, COiommer, o ¢ hert intoermation
B Suepected Phish s = . 560130 40 1, Dafa & Timé hould be handied with chutios
u ( My L Pt f
7] Confirmed Pyt 40 1 s Ik IMipe Awww. psoghe cofmignais 1o bg m I and b e OThe Urgency
N 120 National College Healt . Ut We encog y i b3 3000 85 possble Gmml Team Bad actors may try 10 score the teader into octing krasanally by
NSSH0Y 00 W HINIVO! O NEPITIHe CCNSHIMTCes

O} Frocowsed MSU Tinely Waring Susgfar Processing

] Unprocessed %6 not i 30 SUDRTSAAr Jostian B
i C T~

! ety 3
gent! Rece W
perilt ‘
hgent R '
] Q )
Vel Recam Log N ¥

[
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Phishing Net (Email Review System)

Email Review System

Allows the ability to
- search for key words

to find emails easily.

Filter By ond M bject

ll Innocuous alert@messages alert, masu.edu MSU Timely Waming: Burglary
Spam [GitHub] A third-party OAuth . .
() Spe noreply@aithub,com application has been added to List of emails scanned
your nccount . .
Suspected Phish [GitHub) A third-party OAuth by Phish Phinder
noreply@aithub com application has been added to g g
ket Aoudic Vot Gt iod algorithm. The list can
' Dhis - ;
[} Confirmed Phish The Co-operative Bank p.l.c be filtered and
servicedico-operativebank co. uk Attention (Needed Update
Account Information) SearChed-
[7) Unread [NOTIFICATION] - Confirm
service@naicu org Your Federal Credit Union

Credit/Debit Card Information

[ ] Read

IMPORTANT: Notification of

service@paypal.com limited »
MIe] accovunis

Your Barclave Online Acgount

Allows the ability to filter the
emails listed to the right.

[}
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Phishing Net (Email Review System)

Urgent! Recent Log-in to Your Gmail Account from a
Different Device

howdenm1@msu.edu
2020-02-17 23:00:03.457000

Bob, We noticed that there was a log in from a different device. Please review the information
below about the device used to log in. Date & Time: Friday, January 31 12:00 PM ET Browser:
Chrome Operating System: Linux Location: Paris, France If this does not seem like it was you,
go to this link https://www.google.com/gmail/ to log into your account and block this other
user. We encourage you to do this as soon as possible! Gmail Team

The scanned emails are viewable in full for
administrators to IT security personnel to
analyze and confirm.

Processing

Recategorize - m
Confirm Status

‘ The Capstone Experience

Allows administrators and IT security personnel
with access to recategorize scanned emails and
process them by confirming correct status. Emails
can be recategorized to Confirmed Phish,
Suspected Phish, Spam and Seems Harmless.

L

Email Overview
Suspected Phish
Confidence rating: 100%

User information

Requests for personal user, customer, or client information
should be handled with caution.

Urgency

Bad actors may try to scare the reader into acting irrationally by
insisting on urgent behavior or negative consequences.

Verify

Be careful whenever an email asks you to verify account
information. Make sure you check the sender and inspect any
links before clicking.

The educational tutorial of the
identified features within the email
are shown here. It is like what is visible
in the Outlook sidebar to users.

Team Auto-Owners Alpha Presentation
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What’s left to do?

* Improve the classification algorithm

* Finish email review system functionalities
* Dashboard data analysis

* User testing

* Unit testing




Questions?
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